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Abstract

The absence of strict regulation and control in the online communication environment renders the Internet
susceptible to abuses of all kinds such that the legal and ethical norms that should guide such media
repeatedly come under threat. Consequently, this study assessed the awareness and attitude of
undergraduates in South-East Nigeria to laws guiding online communication. The study adopted survey and
a total of 500 respondents were chosen via the multi-stage approach Findings showed that there was low
awareness of laws guiding online communication among undergraduates in South-East Nigeria and that
these undergraduates were largely indifferent towards the existence of online communication laws. It was
concluded that there was still gap between the online communication usage in the country and the extent of
awareness of the legal norms associated with the media, implying that the nation might be facing the risk of
social harm possibly resulting from the use of the Internet in ways that do not take cognisance of the
required social norms. It was recommended that effort should be made by the government to educate the
populace on the laws related to online communication in Nigeria via mass media campaign and public
forums such as conferences, seminars and workshops.
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Introduction

Communication, like every other activity of
humans, is naturally interconnected with other
facets of social life which it influences and is also
influenced by them (Adetimirin, 2014; Qayyum,
Alharbi & Alamri, 2016). This interconnectedness
implies that activities in the communication sphere
inevitably affect other spheres of society and vice-
versa; and this impact could be positive or negative
(Parmar & Patel, 2016). Therefore, like other social
activities, communication is importantly regulated
through the moral and ethical structures of society
S0 as to ensure that individuals and groups go about
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it in a way that their communications do not
undermine the overall welfare of society. However,
the advent of the Internet with its radical disruption
of the conventional communication landscape has
significantly affected society’s ability to regulate
communication activities (Navetta, 2011; Dicker,
2013). Its gateless nature and the latitude it offers
for anonymous usage make regulation difficult and
at times practically impossible. Thus, the web
becomes a potentially anarchic sphere where
society’s norms are under continuous and relentless
assault from users, who may feel safely shielded

from the moral and legal censures of society,
(Navetta, 2011; Davenport, 2012).
Online communication refers to

communication done via the Internet or the new
media (Nelson, 2011). New media has not been
definitely and satisfactorily defined because the
term does not exactly refer to any particular type of
communication hardware but to a certain kind of
functionality. In other words, the term is used more
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in reference to a kind of communication process
than in reference to any piece of communication
technology (Ukonu, Wogu, & Ekwueme, 2013).
However, new media have been generally seen as
those Internet-based communication platforms that
differ from the traditional media principally due to
their user-control features, interactivity,
convergence and flexibility (Ukonu, et al., 2013).

The above features mean that the new media,
unlike the traditional media, lends itself more to
control by the user who not only decides what to
consume but is also in the position to generate what
others consume. It also means that a user is relating
horizontally with other users with whom he/she
interacts; implying that feedback is immediate
(Nelson, 2011). The feature of convergence means
that the new media integrates various traditional
media forms — print and electronic — to give users
the variety of text, picture, video and audio; all
from one device. Ukonu, Wogu, and Ekwueme
(2013) note that the implication of this
convergence “is that mainstream media, which had
existed as organs of mass communication, can now
use one technology — the Internet; information can
reach the public from one online platform, instead
of compulsorily through many different media
firms (sic)” (p.2).

Every human society, primitive or modern, is
guided by certain codes, which everyone is
expected to comply with at the risk of sanction. It
is these codes that are referred to as law. Veron’s
(2013) definition highlights enforceability as an
important element of law by stressing that law is a
set of rules, enforceable by the courts, which
regulate the government of the state and govern the
relationship between the state and its citizens and
between one citizen and another. Law is so
important in a society because it does not only
prescribe rules of conduct, but also defines
boundaries of enforceable rights, privileges and
duties. Hence, no society can afford to be lawless
as the absence of law implies anarchy.

The laws regulating online communication
prohibits acts like cyber fraud, cyber stalking
(cyber harassment) and cyber terrorism among
others. However, the conventional communication
laws (such as defamation, copyright, sedition etc)
are still very much relevant in the online
environment where their operation and application
assume some unique character, thus requiring some

special attention. For instance, non-commercial
sharing of one’s copy of music video compact disc
would not constitute copyright infringement, but
online sharing of a music video could constitute
unlawful publishing and copyright infringement,
implying that awareness of these conventional laws
do not always mean the same thing in the online
and traditional media environments. In the online
environment, a different set of standards sometimes
applies requiring a different shade of awareness
and compliance (Omekwu, 2016). This means that
one who is aware of copyright law or defamation
as it applies to traditional media might turn out to
be ignorant of same when considered as online
laws.

Due to the development and spread of cheaper
and more-user friendly computer technology and
software (like portable computers, Microsoft, etc),
the use of the Internet has increased dramatically
(Wanajak, 2011). In 2012, Internet penetration in
Nigeria stood at 33%, up from 28% in 2011. The
International Telecommunication Union (ITU)
report of 2014 shows that the number of active
mobile phone subscribers also increased from zero
in 2000 to over 117 million subscribers or 84%
penetration in 2013; most young people within the
age range mentioned are university students who
actively engage in research for academic purposes.
They also form a large proportion of the online
community, who use the online communication for
various reasons.

Communications that happen online are as
much subject to the law as the communications that
go on in the traditional media and in interpersonal
situations. In other words, there are no different
standards for these categories of communication
(Omekwu, 2016). The conventional
communication laws include defamation, privacy,
sedition, copyright, official secrets and contempt of
court among others. All these apply to the Internet
as much as they apply to the traditional media.
These communication laws evolved out of the
necessity to ensure that the public and individuals
are protected from the possible harm which certain
kinds of communication could pose to them.
However, while ensuring compliance comes with
less difficulty in regard to the traditional media, the
same cannot be said of the new media for obvious
reasons.
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Admittedly, ensuring individuals’ compliance
to laws of any kind does not depend solely on the
state’s enforcement capability; it also has a lot to
do with the extent of the individuals’ awareness of
the laws and their disposition (attitude) towards
them. Awareness and disposition are in turn also
dependent on the state’s enforcement capability.
This is for the reason that where the law is
adequately enforced, knowledge and awareness of
it as well as motivation towards obedience are
potentially enhanced among the public.
Conversely, where there is laxity in law
enforcement, the law tends to lose its grip on the
consciousness of the people and thus its awareness
and knowledge progressively becomes weakened
among them (Davenport, 2012; Dicker, 2013). This
fact makes the question of awareness and attitude
of users to the online communication laws an
important one.

This consideration is made more urgent in
Nigeria where the Internet culture has gained much
impetus in the past couple of years. Statistics show
that Internet access has been on a steady rise in the
country; as at June 30, 2017, it stood at 91,598,757
representing 47.7% of the population (Internet
World Stats, 2017). For online communication, the
Internet platform that mainly affords users the
opportunity to originate and share content, over
19.5million access was recorded as at June 30,
2017 with Facebook claiming the lion’s share with
16,000,000 users amounting to 89.05% of the
online communication penetration in the country
(Internet World Stats, 2017). The momentum of
Internet penetration in Nigeria will be better
appreciated if attention is paid to the fact that
between 2000 and 2011, number of users grew
from 200, 000 to 45,039,711 amounting to 0.1%
and 26.5% of the population respectively. Thus,
between 2000 and 2017, there was more than 915,
000 per cent increase in Internet access in the
country! (Amaefule, 2012). All this makes it all the
more necessary that users should be aware of and
comply with the laws guiding such
communications.

Incidentally, the large chunk of Internet users
in Nigeria is the youth. This is a global trend as the
Internet is the world over dominated by young
people. With reference to Nigeria, Okeshola and
Adeta (2013) argue that:

The Internet has proven to be
particularly attractive to the younger
generation... This fact may be
attributable to its (Internet) dynamic
multimedia character which lends
itself to all manner of uses. And
given that the youth are naturally
adventurous, willing to experiment
on all manner of innovations, the
Internet thus becomes their delight.
The validity of this fact has been
empirically demonstrated in relation
to wvarious climes including
Nigeria... Even a mere casual
observation is likely to convince one
that Nigerian youths constitute the
core of the Internet-using population
in the country (p.21).

A significant segment of the young users of the
Internet in Nigeria is students, both of secondary
and tertiary levels of learning (Okeshola & Adeta,
2013). Elaborating on this point, the authors argue
that students constitute a large portion of Internet
users in Nigeria for some obvious reasons. First,
they are largely young people with strong urge for
trying out new things and are therefore naturally
attracted to exciting innovations such as the Web.
Secondly, their educational exposure helps them to
easily acquire the media literacy required for
Internet use. And lastly, certain exigencies of their
academic work (such as researching for
assignments and online school registration) tend to
compel them towards Internet exposure. But the
fact that young people constitute a larger segment
of Internet users in the country makes the question
of awareness with the law even more imperative,
considering the characteristic restiveness of people
of such age bracket. Thus, it becomes relevant to
investigate the extent of awareness and nature of
attitude of these young users to the online
communication laws.

The advent of the Internet has brought a new
set of laws to add to the existing communication
laws with the Nigeria’s Cyber Crime Act 2015
being a typical example of codification of such
laws. These laws, which are exclusive to the
Internet, are thus relatively new; hence potentially
posing a problem of awareness and comprehension
(Omekwu, 2016) particularly in an environment
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like ours where the Internet culture is still
comparatively novel. Furthermore, the
conventional communication laws (such as
defamation and copyright), which the Internet
shares with traditional media, pose their own
peculiar challenges in the online environment as
their sometimes unique application in the Internet
could imply that one, who is knowledgeable about
them in the traditional media sense, could still turn
out being ignorant of them as online laws. In other
words, what copyright or defamation, for instance,
is in the traditional media sense, may not always be
the same when they are considered as online
communication laws (Parmar & Patel, 2016).

Again, the absence of regulation and control in
online communication renders the Internet
susceptible to abuses of all kinds such that the legal
and ethical norms that should guide such
communications come under threat (Davenport,
2012). This situation is not helped by the Internet’s
amenability to anonymous usage which tends to
undermine strict personal responsibility on the part
of users regarding messages posted and shared
(Davenport, 2012). To what extent can users be
mindful of legal implications of their online
communication under this circumstance? This
study is set out to assess the level of awareness of
laws guiding online communications among
undergraduates and to find out their attitudes
towards the online communication laws.

Literature Review

Online communication constitutes all manner
of communication done through any of the
platforms of the new media. Stated differently, it
refers to that wide range of communication
activities done via the instrumentality of the
Internet. Such activities include e-mailing,
chatting, Internet researching, online music
playing, online film viewing, online games playing,
online publishing, online advertising, and online
broadcasting among others (Navetta, 2011). Recent
studies show that online communication activities
common among young Internet users in Nigeria
include e-mailing, chatting, news consumption,
academic research, video game playing and film
viewing (Bankole & Babalola, 2012). These
communication activities involve the Internet users
in either consumption of content or origination of
content or both.

The relationship between the law and
communication is a fundamental one for the basic
reason that the law regulates all social activities
and communication is at the centre of all social
activities (Navetta, 2011). For this reason,
regulation of communication has become an
important function of law in all societies. This
means communication becomes one of the aspects
of life affected by legal regulation. Legal
regulation of communication occurs at both the
interpersonal and mass levels of communication.
At the level of mass communication, the law that
regulates communication is called media law or
mass communication law.

Media law or mass communication law is that
aspect of the law which relates to that form of
communication that occurs through the mass media
— radio, television, cinema, newspaper, magazine,
books etc. It is concerned with communication
carried out at the “mass” level; reaching a large and
scattered audience. Thus, Mehta and Singh (2013)
explain it as follows:

Media law is a branch of law that
consists of a system of legal norms
that regulate the activities of the mass
media. It examines the limits within
which media outlets and journalists
can operate. Media law, on the one
hand, regulates the principles of the
dissemination of media products,
and, on the other hand, it can affect
the format and content of media
products. Some regulations apply
only to specific types of media. For
example, there are broadcasting laws
that apply only to the activities of
broadcast media. More general legal
provisions are to be respected by all
media (p. 9).

As comprehensive as the above definition appears,
its obvious limitation is its failure to include online
communication in its understanding of the scope of
media law. However, Mehta and Singh (2013)
rightly observed that media law “does not refer to a
uniform body of law but is rather a collection of a
variety of laws and ethical standards that influence
the work of the media” (p.5).
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The diffusion of innovation was chosen for the
purpose of creating a theoretical framework for this
study. This is because the theory is concerned with
how awareness, attitude and action is built in
relation to an innovation. In this case, the Internet
with all its social components (including its laws)
is the innovation. And this innovation is adopted
through the process of diffusion as the various
layers of the population gain awareness, form
attitude and act towards the innovation.

According to Hasan, Rahman, Abdillah and
Omar (2015), every innovation (including
technological innovations) comes with its norms.
Understanding and adoption of this technology also
imply understanding and adoption of its norms.
Thus, the advent of the Internet also implies the
advent of a set of new norms (laws, ethics, values
etc) ,which are part of the social component of the
technology because “every material innovation also
has its social component so long as such innovation
exists in the social realm” (Hasan, Rahman,
Abdillah, & Omar, 2015, p.383). In Nigeria, for
instance, the advent of the Internet has brought
about some legal innovations by way of emergence
of new laws such as related to cybercrimes, cyber
stalking, and cyber terrorism. Adopting the Internet
will involve understanding the technology, and
understanding the technology will in turn involve
appreciating the rules of its use, and these rules
necessarily include these laws. Based on the
foregoing, diffusion of innovation in relation to
laws guiding Internet use could be seen to operate
via the following steps.

1. First Step: Awareness and knowledge
of the Internet (including the laws
guiding its use) — The individual and
groups become aware and understand the
Internet technology and the social
implications of its use including as they
relate to the law. Understanding only the
physical aspect of the technology without
appreciating the social norm of its use
will, strictly speaking, imply that this step
of diffusion of innovation has not been
fully realised

2. Second Step: Forming attitude towards
the Internet (including as related to the
laws guiding its use) — The individual
and groups begin to develop perceptions
and judgment towards the technology. To

be complete, these perceptions and
judgment ought to include the social
norms guiding the use of the technology.
3. Third Step: Action towards the Internet
(including as related to the laws guiding
its use) — The individual and groups begin
to act towards the Internet; this is where
the adoption proper occurs as people
begin to apply the technology in their
lives. This application will involve
navigating through the rules (including
legal rules) of its use. Hence, the user
becomes a keeper or a violator of the law.

A study conducted by Mehta and Singh (2013) was
to find out the knowledge and awareness of
respondents towards cyber laws in India. A three
point structured questionnaire was designed to find
the results. Such data were collected from the
students, teachers and employees. An individual
participant constituted the sampling unit whereas
probability ~ sampling (random  sampling)
techniques were used to select the sample. Findings
from the study showed that the mean scores of
male for the awareness of Indian cyber law and
role of the police on cybercrime and related legal
provision is 49.32 and the mean score of female for
the awareness of Indian cyber law is 36.50 and
their SD values are 9.14 and 2.42 respectively.
Therefore, it is an indication that the male has more
awareness for Indian cyber law than female.
Findings from the study also showed that the mean
scores of the students for the awareness of Indian
cyber law is 40.87 and the mean score of
employees in the awareness of Indian cyber law is
52.12 and their Standard Deviation values are 6.31
and 8.76 respectively. Therefore, the researchers
concluded that students and employees differ
significantly. The mean value of employees was
found to be greater than students. This suggests
that the employees had more awareness of Indian
cyber law than the students. Based on the findings,
the researchers concluded that there is a significant
difference between the awareness level of male and
female users of Internet services and it was
established that the male netizens are more aware
of Indian cyber laws in comparison to their female
counterparts. They also concluded that there exists
a significant difference between the awareness
level of employee-users and non-employee-users of
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Internet services as it was found that the employed
users were more aware for Indian cyber laws in
comparison to non-employees.

Adetimirin  (2014) studied awareness and
knowledge of cyber ethics by library and
information science doctoral students in two
Nigerian universities — University of Ilorin and
University of Ibadan. The PAPA (Privacy,
Accuracy, Property and Accessibility) framework
is the anchor for the study. A survey design and a
questionnaire were adopted to collect data from
doctoral students in two Nigerian universities. Data
collected were analysed using descriptive statistics
and cross tabulation. Findings revealed that the
level of awareness and knowledge of cyber ethics
by the students were high (>83.4%) and (>73.5%)
respectively, although University of llorin showed
a higher level of awareness and knowledge of
cyber ethics than University of Ibadan. The
adherence to PAPA framework was in the range of
51.8% - 92.0%. LIS doctoral students are highly
aware and knowledgeable about cyber ethics. The
study concluded that cyber ethics education should
be provided to promote compliance with
cyberethics among the LIS doctoral students in
Nigerian universities.

Abolarinwa, Tiamiyu and Eluwa (2015)
examined computer ethics and security awareness
behaviour of two tertiary institutions in South-
Western part of Nigeria. The survey, which
adopted questionnaire as instrument of data
gathering, randomly selected 520 students in the
two institutions. Findings revealed that the level of
awareness of male students on computer ethics
seem to be higher than that of their female
counterpart. The older students (31-40 years) tend
to be more aware of computer ethics than the
younger ones. In terms of computer security
awareness, no significant difference was recorded
among the gender and different age groups.
Findings equally revealed that the number of hours
students spent per week using computer and
Internet has significant influence on their level of
computer security and ethics awareness. Those that
spent more than 20 hours weekly scored higher in
computer security and ethics awareness than those
that spent 10 hours or less.

Osho, Onuoha, Ugwu and Falaye (2016)
assessed the security awareness of customers of e-
commerce sites in Nigeria and factors that

influence acceptance of these platforms. Data were
collected via the use of questionnaire. Results
showed that most customers are aware that their
information is stored by the e-commerce sites, and
are concerned about the security of their data on
these sites and the possibility of their information
to be transferred to third party without their
knowledge or permission. Yet only few of them
make effort to always check the security and
privacy policies of the sites before making
purchases. Also, only few users are conversant
with security technologies for securing e-
commerce platforms.

Parmar and Patel (2016) conducted a study to
find out the awareness of respondents towards
important sections of the cyber laws in India. The
study was designed as a survey and a questionnaire
containing 22 items was designed to record the
response of the participants. The data were
collected from Computer Science and Software
Professionals. Findings from the study showed that
47% of the participants, who are actually closely
associated with the Computer Industry, are not
aware about IT Act of India. Out of those who
claimed that they were aware about the IT Act of
India, only 59% participants had read the IT Act.
The researchers concluded that the cyber law
awareness survey summary indicates that most of
the participants were not able to actively keep
themselves updated with the latest information
related to cyber law and computer security and
they are the participants related to Information
Technology field, and still awareness regarding the
cyber law is below expectations. They added that
awareness scenario may be even poorer in the
people not associated with the IT field. The
researchers recommended that special cyber law
awareness conferences and workshops should be
undertaken at districts as well as at Taluka levels in
India. And that the media should keep up with
advertisements and news to generate some
awareness about cyber law and security amongst
the children. They added that teaching of law
awareness should be encouraged starting from
secondary educations and universities as well as
involve all their constituents’ colleges and
departments to conduct security awareness
campaigns and integrate cyber law and security
related topics into their curriculum.
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Hasan, Rahman, Abdillah and Omar (2015)
conducted a study to ascertain perception and
awareness of young Internet users in Malaysia
towards cybercrime. The study was designed as a
survey of students of accountancy in Universiti
Teknologi MARA (UiTM), Shah Alam. Structured
questionnaire was developed and distributed
randomly among 342 students, who were pursuing
diploma, undergraduate and  postgraduate
programmes.  The  questionnaire  covered
demographic information and seven most known
crimes such as (1) unauthorized access to computer
material, (2) unauthorized access to Internet to
commit further offences, (3) unauthorized
modification of the contents of any computers, (4)
wrong communication, (5) people involved in
abetments and attempts would be punished, (6)
cyberterrorism and (7) cyber nuisance. Findings
from the study showed that respondents have
different levels of knowledge of unauthorized
access to computer material that is, 37.4%
moderate, 28.4% high, 17.8% low, 8.5% very high
and 7.9% very low knowledge respectively. Thus it
could be deduced that the majority of the
respondents have moderate knowledge. In case of
unauthorized access with intent to commit further
offenses, the result shows that the majority of the
respondents have moderate knowledge at 36.8%.
While 39.5% of the respondents have moderate
knowledge of unauthorized modification of the
contents of any computers, 36.5% have moderate
knowledge of wrong communication, 39.5% have
moderate knowledge of people involved in
abetments and attempts and 29.5 have low
knowledge of cyber terrorism. In case of cyber
nuisance, 32.7% respondents have high level of
knowledge of cyber nuisance. It can be concluded
that the majority of the respondents have moderate
knowledge of five most known offences, low
knowledge of cyber terrorism and high level
knowledge of cyber nuisance. Findings from the
study also showed that students within the age
group 24-25 years and more than 25 years have
significant higher awareness of cybercrime
compared to those of 18-23 years. The results
suggest that students with higher level of education
have better awareness of cybercrime than those at
lower levels.

The diffusion of innovation was chosen for the
purpose of creating a theoretical framework for this

study. This is because the theory is concerned with
how awareness, attitude and action is built in
relation to an innovation. In this case, the Internet
with all its social components (including its laws)
is the innovation. And this innovation is adopted
through the process diffusion as the various layers
of the population gain awareness, form attitude and
act towards the innovation.

Method

This research was designed as a quantitative
study with the application of survey. The area of
study was South-East Nigeria. South-East
comprises five states of Abia, Anambra, Ebonyi,
Enugu and Imo. It is populated by Igho speaking
people and dominated by Christian religion. The
population is a diversified one comprising people
of different callings — government workers, self-
employed professionals, traders, artisans, students,
among others. The region is home to five federal
universities, five state universities and a host of
private universities. The population of this study
was university undergraduate students. The sum of
the population from all the universities in the
southeast region of Nigeria was 237, 137
(Registries of the institutions reflected as at
January, 2021). The sample size for the survey was
determined by referring to the scale of sample size
adequacy as suggested by Comrey and Lee (1992).
The researchers settled for 500 which is rated as
“very good” by Comrey and Lee (1992). Multi-
stage sampling procedure was used to select the
500 samples. The instrument of data collection for
the survey was questionnaire and the Statistical
Package for Social Sciences (SPSS) version 20 for
data management was employed for analyzing the
guantitative data. The data so obtained were
presented in charts and statistical tables. The
researcher employed simple percentages and
Pearson’s Product Moment Correlation Coefficient
as her statistical tools.

Results

Out of the Five hundred copies of the
questionnaire distributed, only 481 representing
96.8% were recovered. The respondents were
asked questions on their Internet access and use
pattern. Thus, data were generated in regard to
whether the respondents had Internet access, their
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regularity of access, major platform of access, and
online communication platforms accessed.

Table 1: Access to the Internet

Access Frequency Percentage
Yes 481 100.0
No 0 0.0
Total 481 100.0

Table 1 shows that all the respondents had access
to the Internet. Thus, Internet access was 100%
among the respondents. This situation may be
viewed against the backdrop of the high Internet
penetration in the country (Internet World Stats,

Table 2: Availability to the Internet Access

2017); a phenomenon that has affected chiefly the
younger segment of the population (Amaefule,
2012) including notably students of higher
institutions of learning.

Availability Frequency Percentage
Always 173 36.0
Sometimes 120 24.9
Rarely 188 39.1
Total 481 100.0

Table 2 illustrates the pattern of Internet access
among respondents. It shows that 36% of the
respondents always have Internet available to them,
24.9% sometimes have, while 39.1% rarely have.
Hence, majority (about 60%) have Internet
availability either always or sometimes, meaning
that only about 40% access the technology rarely.
This data, when combined with figures in Table 1,
indicate a high Internet access and possible vibrant
use culture among the respondents. The foregoing
would suggest that the students spend a lot of their
time using the Internet and sometimes even to the
extent of addiction; a fact that has been established

Table 3: Internet Devices

in previous studies such as Okoye (2011) and
Bankole and Babalola (2012). Such regular
preoccupation with the Internet means that the
students are always in situations where their
decisions and actions could constitute legality or
illegality as far as online laws are concerned.

Devices

Frequency Percentage

Desktop Computer 1 0.1
Laptop Computer 62 12.9
Mobile Phone 414 86.1
IPad 4 0.8
Total 481 100.0

Table 3 shows that 0.1% of the respondents had
desktop computer as their major devices, 12.9%
had laptop computer as theirs, 86.1% had theirs as
mobile phone, while 0.8% access the Net mainly
via iPad. Hence, mobile phone was by far the

mostly used device for Internet access. This
scenario was not unexpected as Internet use and
access literature in Nigeria has always noted that
the advent of the Global System on Mobile (GSM)
telecommunication has been the greatest force that
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propelled wide online access in the country
(Omekwu, 2016). Mobile phone has been observed
as offering convenience, flexibility and cost-

Table 4: Online Communication Usage

effectiveness in Internet access and use, making it a
popular means of online access globally.

Usage Facebook  Google YouTube Twitter Instagram
Yes 89.8% 57.6% 53.8% 50.3% 38%
N =432 N=277 N=259 N=242 N=183
No 10.2% 42.4% 46.2% 49.7% 62%
N= 49 N=204 N=222 N=239 N=298
Total 100% 100% 100% 100% 100%
N =481 N =481 N =481 N =481 N =481
Table 4 shows that 89.8% of the respondents used Facebook predominance among online

Facebook, 57.6% used Google, 53.8% used
YouTube, 50.3% used Twitter, 38% use Instagram,
while 9.8% used other online communication
platforms. These figures show that Facebook use
was the dominant with most of the respondents
having access to the platform. This agrees with the
position in literature that Facebook is the most used
online communication platform in Nigeria
(Amafule, 2012; Internet World Stats, 2017). This
supports research from other countries regarding

communication users especially by youths. Internet
World Stats (2017) observes that Facebook users in
the country, as at June 30, 2017, stood at
16,000,000 amounting to 89.05% of the online
communication penetration in the country. The
above table equally shows that Google emerged as
the second most used online communication
platforms.

Table 5: Awareness of Laws Guiding Online communication

Awareness of Defamation Privacy Copyright  Sedition Official Obscenity/  Plagiarism
Law Secrets Indecency
Yes 26.4% 30.1% 25.2% 28.7% 19.3% 27.7% 23.7%

N =127 N =145 N =121 N =138 N =093 N =133 N =114
No 73.6% 69.9% 74.8% 71.3% 80.7% 72.3% 76.3%

N =354 N =336 N =360 N =343 N =388 N =348 N =367
Total 100% 100% 100% 100% 100% 100% 100%

N =481 N =481 N =481 N =481 N =481 N =481 N =481

amount to violation of the law of

Table 5 shows that 73.6% of the respondents were
not aware that their online communication usage
may constitute defamation, 69.9% did not know
that it might constitute privacy invasion, 74.8%
did not know that it could constitute copyright
infringement, 71.3% never knew  such
communication  could  constitute  sedition.
Furthermore, 80.7% never knew their Internet
communication could amount to divulgence of
official secrets, 72.3% never knew that it could

obscenity/indecency, 76.3% never knew that it
could amount to contempt of court. It would appear
that the respondents are largely ignorant of these
laws as they operate on online communication
generally, since majority indicated unawareness of
these laws thus leading to their corresponding
ignorance of them in the online communication
context.
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Table 6: Legal Implications of Materials Sourced or Shared on Online communication

Legal Implications of Sourcing and Sharing Online Information

Frequency Percentage

Always 31 6.4
Sometimes 236 49.1
Rarely 18 3.7
Never 196 40.7
Total 481 100.0

Table 6 shows that 6.4% of the respondents
have always felt concerned about the legal
implications of materials they source, originate or
share on online communication, 49.1% sometimes
felt concerned, 3.7% rarely felt concerned while
40.7% never felt concerned. Thus, only a
negligible proportion was always concerned and
less than 50% were sometimes concerned. This
shows that the respondents were largely indifferent
about the legal implications of their online
communication. Such indifference tends to agree

with the position of Davenport (2012), who argues
that many users of the Internet hardly bother about
the legal or moral appropriateness of materials they
share given the unregulated nature of the Internet
which affords them some sense of protection from
any possible consequence of their online activities.
Such attitude is usually predicated on the users’
knowledge or belief that they are anonymous, or at
least, cannot be easily singled out from the online
“crowd”.

Table 7: Need to Improve on Knowledge of Laws Guiding Online Communication

Improving Legal knowledge

Frequency Percentage

Yes 138 28.7
No 343 71.3
Total 481 100.0

Table 7 shows that 71.3% of the respondents
never thought it necessary to improve their
knowledge about the laws guiding online
communication, while 28.7% thought it to be
necessary. The implication is that majority saw no
reason to learn, make any inquiry or ask questions
about laws guiding online communication.
Looking at Tables 6 and 7, the data in this table
becomes expected as the two previous tables have
shown the low awareness and indifferent attitude of
the respondents to the laws guiding online
communication; a good awareness and positive
attitude would be required for one to feel motivated
to seek knowledge of such laws.

Discussion

This study showed that there was low
awareness of laws guiding online communication
among university undergraduates in the South-East
Nigeria and that these undergraduates were largely
indifferent towards the legal implications of their
online communications. In behaviour change
communication, awareness is recognised as critical

to attitude change and ultimately behaviour change,
meaning that one has to possess the requisite
information to be in a position to judge correctly
(positive attitude) and then act correctly (positive
practice).  Therefore, the fact that the
undergraduates were largely having nonchalant
attitude  with the laws guiding online
communication could be a product of their
ignorance of these laws. While available data (such
as Internet Worlds Stats, 2017) show that online
communication usage in the country has been
tremendously growing, the findings in this study
indicate that the application of this technology
(with particular reference to university students in
the South-East) has not been accompanied by
adequate knowledge and right attitude with the
applicable legal rules.

One of the important factors that have been
identified as affecting knowledge and negative
attitude to law is the general legal culture in a
particular society; where there is strict enforcement
of the law, there is more likely to be greater public
legal consciousness than in a place where
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enforcement is lax (Dalal, 2015). This could lead to
the assumption that enforcement of Internet laws in
Nigeria may still leave much to be desired.
Interestingly, this is the argument of Omekwu
(2016) when he notes:
There is still this apparent
ambivalence on the part of Nigeria
towards enforcing the relevant
communication laws as they relate
to the Internet. While emphasis has
been on cybercrime for
understandable  reasons,  other
aspects of online laws appear not to
have received the desired attention.
For instance, we are yet to do any
meaningful thing towards
combating Internet-based copyright
abuse which means that online
copyright infringements are likely to
go on unabated... Many countries of
the world, particularly those of them
in the west, have since left us
behind, they have moved forward,
responding to the imperatives of the
time whereas we have obviously
failed to be proactive (p.17).

So, against this backdrop, what may be required is
more vibrancy in the enforcement of those laws
regulating online communication in order to
enhance public consciousness of these laws, hence
leading to better awareness and positive attitude
compliance among individual members of the
society. This is exactly the counsel given by
Davenport (2012) when he observes that what
many nations should do is to strengthen Internet
law enforcement “as enforcing the law is the best
way to make the law known” (p.2).

Viewed from the point of view of the theory of
diffusion of innovation, the findings of this study
may be an indication that there are still gaps as far
as diffusion of Internet culture in the country is
concerned. As such, understanding and adopting
this technology also imply understanding and
adoption of its norms. Thus, the advent of the
Internet also implies the advent of a set of new
norms (laws, ethics, values etc) which are part of
the social component of the technology because
every material innovation also has its social
component so long as such innovation exists in the

social realm. Thus, in this sense, the laws guiding
online communication could be considered as a
component of the Internet innovation yet to diffuse
adequately among the young population studied.

Conclusion

From the findings of this study, it may be
concluded that there is still gap between the extent
of online communication usage in the country and
the extent of awareness of the legal norms
associated with it. Thus, from the perspective of
the diffusion of innovations, the online
communication as an innovation is yet to be
adequately realised in Nigeria as far as its
normative (legal) ramifications are concerned — at
least as far as the undergraduates in the South-East
are concerned. The realisation of the physical
(technological) aspect of the web appears to have
progressed much faster than the realisation of its
social component which includes the norms of its
operation and use. The foregoing suggests that the
nation might be facing the risk of social harm that
might result from use of the online communication
in ways that do not take cognisance of the required
social norms. Consequently, if (as found in this
study) young Internet users in Nigeria are yet to
know the laws associated with  online
communication use and so largely fail to comply
with them, then the nation faces a danger of
suffering rather than benefitting from the Internet.
Effort should be made by the government through
the mass media to educate the populace on the laws
related to online communication in Nigeria. This
should be done via mass media campaign and
public forums (such as conferences, seminars,
workshops). This way, more awareness and
positive attitude could be guaranteed. Also, ICT
literacy programmes in the school system at all
levels should incorporate online communication
law. Such will ensure that the pupils/students learn
not just ICT skills but also be orientated on the
legal and ethical issues arising from use of the
ICTs.
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